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**** START OF CHANGES ****

E.3.2
Addition and modification of DRBs and/or SRB in SgNB

The S-KeNB that is used for dual connectivity between eNBs (see subclause E.2.3) is also used as the root for the security context at the SgNB. When used in the contexts of dual connectivity with an SgNB, the key shall be called an S-KgNB, i.e. the MeNB generates and forwards an S-KgNB to the SgNB during the SgNB Addition procedure or SgNB Modification procedure requiring key update. 

Note: Refer to TS 36.300 [30] for definition of the SgNB Addition and SgNB Modification procedures.


Similarly, the MeNB handles the SCG Counter due to interactions with a SgNB as described in subclause E.2.2 for interactions with SeNBs, i.e. this is a single shared SCG Counter for SeNBs and SgNBs and provides the same value of SCG Counter used to the UE and ensure that fresh radio bearer identities are used or the S-KgNB is refreshed. 

When the SgNB receives an S-KgNB in a SgNB Addition/Modification procedure, the SgNB shall derive and store KSgNB-UP-int, KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc if an SRB is to be added as described in subclause E.X.4.2 from the received S-KgNB. These freshly derived keys are then used to protect all the radio bearer(s) that use the PDCP of the SgNB. Any previous such keys shall be deleted. If all the keys were derived, then the S-KgNB may be deleted.

NOTE: The UP integrity protection is not activated in SgNB when connected to EPC.

If the UE receives a new SCG Counter in SgNB Addition/Modification procedure, then the UE shall derive a new S-KgNB from this SCG Counter and use KSgNB-UP-int, KSgNB-UP-enc, KSgNB-RRC-int and KSgNB-RRC-enc derived from the new S-KgNB, as the keys to protect all the radio bearer(s) using the PDCP of the SgNB. If all the keys were derived, then the S-KgNB may be deleted in the UE.

When the last radio bearer on the SgNB is released, the SgNB Release procedure is performed; the SgNB and the UE shall delete the KSgNB-UPenc. The SgNB and UE shall also delete the S‑KgNB, if it was not deleted earlier.

**** END OF CHANGES ****
